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Section 1. Introduction
Wireless networking may seem like a relatively new term to many techno savvy individuals these days, but in fact, wireless networking systems have been around for quite some time. In ancient days, carrier pigeons were used to wireless send messages, and even on the other side of the world, smoke signals relayed information just as reliably. Every system is susceptible to communication interference, and today’s systems share just as many problems as those of the ancient times. (Goldsmith Lecture 1)
Today’s wireless systems operate in wavelengths that we cannot see. You may recall from high school science courses, the human eye can only detect a very small range of frequencies, which we call ‘visible light.’ Beyond the upper and lower bounds of visible light lie spectra know as ultraviolet and infrared. Infrared is the spectrum that contains radio signaling. Ultraviolet frequencies are harmful the human body, such as the ultraviolet light put off by the sun.
It is in this spectrum of radio waves, that a special frequency has been chosen for wireless data transmission – the 2.4 GHz frequency. This frequency was chosen do to a limiting number of communication devices operating on it at the time of conception. Some microwaves also operate on this frequency, but microwaves should not be releasing any waves from inside to begin with, so this is a moot point. Figure 1 depicts the electromagnetic spectrum as it is understood today. The 2.4 GHz frequency has been accepted in Europe, the U.S., and Japan. [1]
Figure 1)
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Specifically, we will be discussing the 802.11 protocol throughout this paper, but other technologies will be introduced as well. Bluetooth, a short range, high speed wireless alternative, is a low cost RF alternative to wired connections. Bluetooth devices are being developed amazingly quickly, ranging from cell phone headsets, to PDA networking. Due to its low cost and portability, it is a favorite amongst development of ever smaller devices. IrDA is another prominent standard seen mostly in inventory services, etc. Both of these technologies are subject to the same laws of physics, and the same communication interferences. (depending on different frequencies)
[2]
Section 2. Problem Definition
Wireless networking is perhaps one of the largest growing physical network standards today. The need for expandability and portability is growing exponentially, and networks designed for this inherently trusting connectivity method are showing up all over the country. 

Many problems are arising from this rapid growth, as proper security has not yet been implemented for these networks. One physical layer standard in particular, 802.11, was designed by the IEEE committee for wireless standards, and has become to the most popular for home and business computer networking. 

Due to the nature of data traveling over these networks, some form of security must be available to assist these networks with data integrity and privacy. Some methods of encryption are currently in place, but require extensive knowledge of the network and large amounts of overhead. 

The current standards for 802.11 securities are also proven to be breakable within a low amount of time (8 hours or less). The focus of this paper will be on how these weak securities are broken, and how to better enhance the security of other wireless networks.
But first, we must analyze the technology itself, to get a better understanding of what we are trying to secure. We will also touch upon signal analysis, as this is crucial in preventing denial of service attacks.
Section 3. Wireless Networks
Wireless networking, specifically that defined by the 802.11 standard, is a trusting and easily implemented technology. Little work is needed in order to set up an ad-hoc group of computers, or a slightly more complicated infrastructure involving a wireless hardware access point, such as a router. Other wireless technologies, such as Bluetooth and IrDA are inherently ad-hoc based and are not often seen in complex infrastructures. Therefore, the topic of this paper will not examine the securities of wireless technologies other than the 802.11 standard.
There are several specific standards defined by IEEE’s 802.11 standards group, namely: 802.11a, 802.11b, 802.11g, and 802.11n. 802.11a comes at a high cost, but can support relatively many users, and operates at a very high speed (54 Mbps). This cost comes at a shorter range than other standards, though. 802.11b is cheaper, cannot support as many users, and only operates at 11 Mbps, but can operate greater distances due to less obstruction. 802.11b also operates on the 2.4 GHz frequency, which several other household items operate on, thus increasing signal noise. 802.11g was the first truly innovative standard from the 802.11 committee. It combined the best of both a and b, by increasing signal range, decreasing obstruction, operating at 54 Mbps, and being backwards compatible with 802.11b. 802.11g is still widely used through homes and businesses today. The up and coming, and perhaps replacement for all other standards, is the idealized 802.11n. This standard will be rated at 100-200 Mbps, far surpassing previous technologies. 802.11n is designed to coordinate multiple signals using several antennas, a novel concept that shows promise due to some of the bandwidth restrictions. Unfortunately for those at present, this standard will not be finalized until some time in 2006. Until then, we can only hope for something more inherently secure. 

Let’s discuss how signal propagation occurs in wireless networking, before we begin to scrutinize the security of this physical protocol. It all begins with the transmission of a radio signal from a transmitter to a receiver. This signal is sent at certain frequencies – higher frequencies usually providing more bandwidth than lower frequencies. Using higher frequencies is a double edged sword, though. Higher frequencies usually entail more signal noise, and more interference with other wireless devices. The signal strength of a transmission is based on the wattage used to send the signal. Attenuation occurs in the medium (air) just as attenuation occurs from EMI, etc. on physical networking lines. Therefore, signal strengtheners are needed in close proximity, in order to keep the signal visible by those receivers accepting signals. The signal power can be represented as the amplitude of the radio wave. When signals are powered by amplifiers, the units are usually in the logarithmic decibels, which measure the amount of power added to ‘boost’ the signal. The ratio of the power of the received signal versus the power of the received noise is called the signal to noise ratio (SNR). The higher the SNR, the better the quality of the data signal. [3]
One example of signal strength variances over time, can be seen by this chart, produced using NetStumbler wireless signal strength monitoring software. (NetStumbler 1)

Figure 2)
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As we can see in the diagram, we are measuring the RSSI (Received Signal Strength and Interference). The units of this are dBm, or decibels per meter. Decibels are a misunderstood unit. Decibel values are relations of two units of power. Therefore, we look to have large decibel numbers for our graph, as that means we can pass more data per meter. Decibels, being relative values, sometimes show low points. This only means that there was a little or no gain in relative power that that instance of time (per meter).

Antennas are the primary devices that convert electrical pulses into radio waves. Two dominant types of antennas, directional and omni directional, dominate the home and hobbyist wireless market. Directional antennas, obviously, can only provide signals to line of site (LOS) devices that are within a small range (in radians). These signals are often very strong, and very high bandwidth. Distances in kilometers are usually achievable by LOS directional antennas. Omni directional antennas, on the other hand, are more familiar to the wireless networking hobbyist. These antennas are able to transmit and receive signals from many directions, with only a few weak spots. Ergo, these antennas are not usually capable of sustaining distances that the directional antennas can achieve.
Section 4. Breaking WEP (Theory and Example)
Wired Equivalent Privacy (WEP) is the current leading standard in 802.11x security. 

In order to break WEP, we must first understand it. WEP works by using secret keys to encrypt data. This is fairly straightforward – the longer the key (in bits), the harder it is to crack the code using brute force. Most codes (128 bit is suggested) would take far too long to crack using only brute force. Therefore, most encryption standards use keys that are within the 128-256 bit range, thus ensuring against brute force. WEP, as we’ll see, was designed using a flawed algorithm, a flaw that was only found after its release, and its emersion into most wireless security standards.

From what we have learned above, assuming we use a 128 bit key, each packet sent through the wireless network will have a 128 bit encryption. Specifically, WEP uses 104 bits for data encryption, and the other 24 bits as some called an Initialization Vector (IV). 

The secret key (104 bits), is obviously fixed, whereas (in theory) the other 24 bit IV is ever changing. Therefore, in theory, each message should look random and undecipherable. In practice, the problem turns out to be the IV.

The problem with the IV, is that although new IV keys are generated, there is no mechanism in place for the same IV to not be repeated. Therefore, a 24 bit key has a small probability of being duplicated, and that probability grows exponentially as the number of packets sent across the network increases. A 24 bit key has, at most, 16.7 million possibilities. This may seem like a high number, but even on moderately low traffic networks, it only takes a few hours to gather this many packets. To further detriment the security, certain IV’s are considered weak, meaning they are more susceptible to the WEP cracking algorithms than other keys. This only speeds the process of deciphering the IV. Repeating codes is a major cryptographic weakness, as it allows patterns to be detected. Once patterns are detected, a modified brute force algorithm can search through heaps of packets, slowly building upon the pattern until finally, the other 104 bits can be deciphered. Obviously, message integrity is not implemented in WEP, as all packets can be sniffed and data mined into files that can later have brute force cracking software run against them. One such example has been prepared for this project. [4]
First, one must download the latest version of their wireless card driver, in order to support passive sniffing mode, or RF_MON. This allows signals to be received and retransmitted, without any devices being the wiser (due to lack of integrity checking by WEP). 

Once the drivers are updated, one must find appropriate packet collection software and brute force cracking software for WEP. The suite used for this project was Aircrack, which can be downloaded at http://www.cr0.net:8040/code/network/aircrack/ including full documentation.

Now, once the software is installed, one must run the ‘airodump’ application, which will passively monitor packets traveling across the network. In this example, I set one of my laptops on sniffing, and used the other to download some large files (>100 MB) off of the internet. Five hundred thousand packets took approximately fifteen minutes to generate using this technique. Five hundred thousand is a good starting point for packet collection, as statistically, one is almost guaranteed to crack a 128 bit key in under 10 seconds with this number. Figure 3 depicts the packet collection screen (mid process).
Figure 3)
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The name of the network is ‘ROCK_SOLID’ and this is broadcast. As you can see from above, I collect just under five hundred thousand packets.

I then opened ‘aircrack’ and loaded into it the ‘.iv’ file, which is essentially a text file of encrypted data, just waiting to be cracked.

Figure 4 speaks for itself, and as you see, I was successful – and slightly lucky!

Figure 4)
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As you can see, this fairly trivial exercise in patience, paid off rather well, as this was my own home network! (Don’t go using this key around my house)

I pride myself on my network security, but even the best of systems can be dominated using this method. 

The example can be summarized as seen in Figure 5. The router is constantly sending out beacons for wireless devices to intercept and handshake. Once ‘Laptop’ intercepts once of these beacons, it replies to the server requesting a connection. The router then prompts ‘Laptop’ for a unique 128 bit Hexadecimal key, and ‘Laptop’ replies. Then a secure connection is established via the WEP protocol.

‘Laptop 1’ then intercepts encrypted packets, in order to exploit the weakness of this encryption. Then ‘Laptop 1’ is able to handshake with the router and gain unauthorized access.

Section 5. Conclusion
So, one must ask oneself, what am I to do if I want portability, combined with security? The answer is – just wait. Further development in wireless security protocols is needed to ensure that weak systems such as WEP do not reach the masses again. A difficult tradeoff between bandwidth and security is required in order to provide functionality. For now, I can only suggest using MAC address filtering in order to keep unwanted wireless cards from sniffing your network, but even this can be bypassed as MAC address spoofing isn’t fairly complicated, but beyond the scope of this paper.
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